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RESOLUTION NO. 1522’ L

A RESOLUTION TO AUTHORIZE AND IMPLEMENT SECURITY AWARENESS TRAINING FOR WOODBURY
COUNTY EMPLOYEES USING THE WCICC-IT NETWORK

WHEREAS, cyber-attacks and ransom-ware threats can lead to a compromised workstation or
spread malware through the County’s internal network which could potentially cripple or shutdown our
entire network and

WHEREAS, WCICC-IT is responsible for the network which serves the County and desires to
educate its users on tools and methods used in Cyber threats and test them for social engineering
vulnerabilities related to cyber-attacks and

WHEREAS, WCICC-IT desires to employ additional training and restrictions for repeatedly failing
simulated cyber-attacks,

BE IT THEREFORE RESOLVED by the Board of Supervisors, Woodbury County, lowa, hereby
declare that users will only be granted to appropriate network resources based on need and successful
training and

BE IT FURTHER RESOLVED that the Woodbury County Supervisors declare that all new county
employees needing access to the County’s network must complete basic computer security awareness
training administered by WCICC-IT before they are granted network access and

BE IT FURTHER RESOLVED that the Woodbury County Supervisors declare that all currently
employed county employees are to complete basic computer security awareness training administered
by WCICC-IT within a timeframe agreed to by WCICC-IT and the Woodbury County Human Resources
Department and

BE IT FURTHER RESOLVED that the Woodbury County Supervisors declare that WCICC-IT is
authorized to measure employee’s security awareness through the use such tools as phishing campaigns
and

BE IT FURTHER RESOLVED that the Woodbury County Supervisors declare that WCICC-IT is
authorized to require additional training and restrict access to network resources for county employees
that repeatedly expose the county network to cyber-attacks.

SO RESOLVED this 10" day of May, 2016
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